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Anomauia—PoGoTa mnpHCBsiYeHa CTBOPEHHIO MeTONy Ta
NPOrpaMHOroe 3acody nJs peasizauii nmpouexypu po3ropTaHHs
KJIKO40BOi indopmaniins 0JIOKOBHX mudpis, o
BHKOPHCTOBYIOTH TCeBIOHeAeTepMiHOBaHi TOCJIiI0BHOCTi
KPHUNITONPUMITHBIBTa PO30MTTA BXIiJHOIO NOBIJOMJICHHSI Ha
0JI0KM 3MiHHOI JOBKHHH.

Abstract—This work is devoted to the creation of a method
and a software for procedure for key expansion for pseudonon-
determined block ciphers which use breaking the input message
into blocks of variable length

Knwuoei crosa—xpunmozpaghia; 0nokogi wugpu; cexpemnuit
K10u;
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OpHUM 13 Cy4acHHX HampsMIiB PO3pOOKH CHMETPHYHHX
onoxoBux 1wmdpie (CBIL) migBumenoi mBHAKOCTI €
CTBOpEHHSI HeJeTepMiHOBaHMX wmHppiB ae  dopmyBaHHS
anropuTMiB  mMQpyBaHHS BiIOYBaeThCSA INiJ KEpyBaHHSIM
cekpeTHoro kmroda [1, 2]. Ase 3ampomnoHOBaHI MiIXOMU IO
mooynoBu Takux CBII MawoTh HEMONIKM 3 TOYKH 30Dy
CKJIaJIHOCTI MPOLeyp Nepeo0YHCIICHb.

Bceryn

IIpu po3poOiii HOBHX miaxomiB mo moOymoBu CBII mis
MOKPAIIEHHS iX OCHOBHHX XapaKTCPUCTHK MPOBOIATHCS
JOCIIDKCHHS TIPOLIEAYPH PO3TOPTaHHA KIIIOYa, PEKUAMIB
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0JI0KOBOTO MIM(pPYBaHHS Ta ONEpallii, 10 BUKOPHUCTOBYIOTHCS
y OYHKIIsSIX payHIoBoro neperBopenss [ 1, 2]. Ilpu npomy, mist
30UIBIIECHHS abo M ATPUMAaHHS 3aJJaHOTO piBHS
kpuntoctiiikocti  CBIII  mpakTUKyeTbcsi — BHKOPHCTAaHHS
CKJIaJIHUX MaTeMaTHYHUX PILEeHb, IO B CBOIO YEPry MOXKYTh
30UIbIIyBaTH BUMOTY HIM(GPY OO PECYpPCIB KOMIT FOTEPHOL
CHCTEMH Ta 3MEHIITYBATH IBHJKICTh IH(PYBaHHSL

3MIHUTH 3aJIeXKHICTh KpunTorpagiuyHoi cTifikocTi Bix
CKJIaJIHOCTI 00YHCIIeHb a00 KINBKOCTI iTepamiii MOXIHBO
LIISIXOM 3acTocyBaHHs THy4dkux cTpykryp CBIL. Bnactusocri
SKHX, 332 BUKOPUCTAHHS IIPOCTHX Ta UIBUAKUX OIlepalii
TIEPETBOPEHHS, JO3BOJSIIOTH  OyayBaTH OJIOKOBI  IUQpH
I IBUIIEHOT IIBUKOCTI, 110 HiITPUMYIOTh 33JaHUi CBITOBUMH
CTaHAapTaMu piBeHb KPUNTOrpagivuHOl CTIHKOCTI.

Tomy y pobGori [3] Oyio 3amponoHoBaHa MOAETH OJIOKOBUX
mnQpiB, 10 JO3BOIUTH BHOCHTH €(DeKT HelleTepMiHOBAHOCTI B
ckiazioBi kpunrorpagiuHoro nepersopents CBILIL

OpnHumM 3 TOJIOBHUX eTamniB (dbopmyBaHHs
KpHIITOrpaivHOrO TEepeTBOpeHHs sl OJOKOBHX IUQPIB 3
TICEBJIOHE/ICTEPMIHOBAHOIO MTOCITIIOBHICTIO KPUIITO IPUMITHBIB
(ITHBIII) € ¢popmyBaHHs 03HAK 3 KIIFOYOBOI iH(popMarii [4].



II.  OCHOBHI CKJIAJOBI KPUIITOI' PAGIYHOI'O

INEPETBOPEHHS BJIOKOBUX LLIN®PIB

Bazosum mis Beix BumiB CBII € migxin g0 mmdpyBaHHS
OJIOKY JaHuX: BXigHa iH(OpMaIls pO30UBAETHCI Ha OJIOKU
JIesIKol  pO3PS/IHOCTI  SIKi B CBOIO 4epry OOpOOIIOIOTHCS
(GYHKIEIO payHIy MEPETBOPEHHS 3a JIOMOMOTOI0 PayHIOBOTO
KITr04a mudpyBaHHS MEBHY KUTBKICTh iTepamiii. Posrismaroun
nporiec mudpysanns CBIII B oMy MOXKHA BUIUTHTH KiJTbKa
Horo eraris:

1. PosropTaHHs CeKpeTHOro KJoda.

2. 3abimroBaHHs KIHOYOBOIO iH(OpMAITi€ero.

3. Poz6wurTs BXigHoi iHpopMarii Ha OJIOKH.

4. PayHnoBi nepeTBOpEeHHs OJIOKY TaHHX.

HaGip omepauiii mns  o0poOku  iHdopmaiipizHOi

CKJIAJIHOCTI Ta CTPYKTYPH YTBOPIOIOTH (DYHKIIIIO PayHIOBOTO
neperBopents (OPIT) CBII. Ipu npomy QyHKIIS payHIy Mae
3a0e3reuyBaTH pPO3CIIOBAaHHS Ta MEpPEeMIlllyBaHHS JaHUX
(T ICTAHOBKH Ta TepecTaHOBKHM) 3TifaHO IllenHony [5].

Jis BripoBapKkeHHs e(eKTy HeIeTEpPMiHOBAaHOCTI B MPOLIEC
koHcTpytoBanHs CBIIl  fmominbkHO  PO3IJISIHYTH — OCHOBHI
CKJIaJIOBI eJeMeHTH 010koBOro mudpy. OCHOBHHMHU 3 HHX €:
oOpobOioBana iHdopmaris, HaOip omepauiii st 0OpoOKH
iHpopMarii, kirou mudpyBaHHsL.

SIKUH OJIOKOBHIA MOKHA

Tomy,  Oynp mmdp

OXapaKTepu3yBaTH :

®  03HAKOK CTPYKTYpH OJIOKY.

e 03HaKoK (YHKIIT payHIy IIepEeTBOPEHHSI.

CTpykTypa OJIOKY XapaKTepH3YeThCs KUTBKICTIO ITiI0JIOKIB
Ha sIKi p030MBAETHCS OJIOK 1 PO3PSAHICTIO IIMX TMiIOIOKIB.

LleHTpanbHUM TOHATTSIM Ul TIPOLIECY II€PETBOPEHHS
iHpopmamii € Onok. Bxigna iHdopmalls mnpeacTaBicHa Y
BUTJISIII OJOKY pO30MBAa€ThCs HA TMEBHY KUIBKICTh YacTHUH
(migOnoKiB).

Jus CBILI, payHmoBi mepeTBOpEeHHS SIKMX MOOYJOBaHI Ha
ocHOBI Mepexx Deiictens ONOK CKIIAAaEThes 13 ABOX abo i3
YOTUPHOX MiAOJIOKIB (MEpEeKi Ha JIBI Ta YOTHPH TUIKH), 115 SP-
MepeX pO3OUTTS Ha IAOJIOKM HE € OUYeBHIHHUM, alle NpH
neperBopeHHi (S Ta P 0xoku) OJIOK Takok OOpPOOIIOETHCS
YacTHHAMHU — MiJ0J0KaMu, st OalT-OpieHTOBAHUX CTPYKTYP
OCHOBHI orieparlii BUKOHYIOTbCS HaJl 0a30BUMH €JIEMEHTaMHU —
Oalit, psamgok abo cromuuk Oait, mis  CBII  mo
BUKODHCTOBYIOTH ~ omepaiii 3a MOIyleM Moxe OyTH
BUKOPHCTAHO PO30OUTTA OJIOKY Ha mimbioku, abo X OJIOK €
OJTHUM ITiJOJIOKOM.

Buxozstum 3 11bOro MoXKHa Ka3aTH, 1110 MOHSTTS OJIOKY HE €
OCHOBHHM TOHSTTSIM TPOLIECY MEpeTBOPEHHs iH(popMalii, BiH
CKOpIII € IHTEpPBAJIOM IEBHOI PO3MIPHOCTI VISl 34UUTYBaHHS
iHpopManii SKMH BXE TiJ Yac OCHOBHHX NEPETBOPEHb
po30uBaeThes Ha 0a30Bi enementd CBII — min0moku.

Omxe, Omok B CBII — me Habip 0a30BUX e€JIEMEHTIB
(mia0MOKIB) IIEBHOT PO3MIPHOCTI.
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[Mo3HaunMo ¢ — KiNBKiCTh MiA0I0KIB po3psaHocTi /. Toxi
pO3psAHiCTE OOKY M :

M=gxl.
Hanpuxmnan:
M (mepexa Deiictens)=2x32=64 (6it);
M (mepexa Deiicrens)=2x64=128 (0iT);
M (po3mpena mepesxa Deticrens)=4x32=128 (0iT).

@OPII xapakTepu3yeThCs TOCITIJIOBHICTIO  3aCTOCYBaHb
JeSIKUX omepariiii i3 Habopy 0Oa3oBux omepamiid. CTpykTypa
6noky ta ®PIl mMoxyrs OyTH mocTiiHUMHU a00 3MIHHUMH B
nporieci mugppyBaHHS.

HaGip onepaui#i, mo ¢opmytors OPII CBII 3aranbho

IIO3HAYUMO K BUI PpayHOOBOro MHEPETBOPCHHA.

wp

Ipencrausroun  OPII  y  Burisai  HaOopy — omepariii
HEICTCPMIHOBAHICTh MOXJIMBO 3aCTOCOBYBaTH 1 JO il
HAITOBHEHHSI.

KnrouoBa iHdopmarmiss s mNepeTBOPEHb IOTOYHOTO

payHIy OTPHUMYEThCS 3 MPOLEAYPH PO3TOPTAHHS CEKPETHOTO
KJTI04a.

VYci erarmu 00poOku 6stoky qanux mist koukpernoro CBII e
CTPOrO BH3HAUYEHHMH Ta 33JIal0ThCsl NMPU KOHCTPYIOBaHHI, IO
BHOCHTh TCBHI OOMEXEHHs JI0 HOro BHKOPHCTaHHS Ui
KOMIT FOTEpHHX CHCTEM 3 DI3HUMH [apaMeTpaMu pecypciB
(00’eMaMu  €HEPrOHE3ATEKHOI TMaM’sATi, OOYHCITIOBAILHIMHU
MOXIIUBOCTSIMH). TakuM uYMHOM OauuMo, IO ICHYE KiJIbKa
6a3oBux o3Hak moOymoBu CBIII, meski 3 HUX € 3MIHHHMH, a
Jesiki He 3MiHIOIOThCS. e 03Havae, M0 HE MOBHOKO MIpPOIO
BUKODHCTOBYE TIOTEHIIIHI MOMJIMBOCTI 1/1ei  OJIOKOBOTO
nMQpyBaHHs 17151 3a0€3MeUeHHsT XapaKTePUCTHK [IBUIKOCTI Ta
KPHITTOCTIHKOCTI.

Bazosum mis Beix BumiB CBII € migxin g0 mmdpyBaHHS
OJIOKy JaHuX: BXigHa iH(oOpMaIls po30UBAETHCI Ha OJIOKU
JIesIKol  pO3PSIHOCTI  SIKi B CBOIO 4epry OOpOOIIOIOTHCS
(GyHKIIEO ~ payHOa — TEpPEeTBOPEHHS  3a  JIOIIOMOTOI0
KJIFOUaBiIMIOBIIHOTO payHy TIEBHY KUIBKICTb iTepalliii.

III. ETAIlI ®OPMYBAHHS KJIIOYOBOT IHDIPMALIIT

OpnHumM 3 TOJIOBHUX eTamniB (dbopmyBaHHs
KpHUIITOrpaivHOrO TEepeTBOpEHHs sl OJOKOBHX INUQPIB 3
TICEBJIOHE/IETEPMIHOBAHOIO MTOCITIIOBHICTIO KPUIITO IPUMITHBIB
(ITHBII) e ¢opmyBanHs 03HaK 3 KIHOUOBOI iH(popMarii [4]
Puc.1.

SIK 1HCTpYMEHT Ui TPOLIECY PO3TOPTaHHS CEKPETHOrOo
kmoya Ky IIHBII BHKOPUCTOBYIOTBCS — TeHepaTOpu
TICEBJIOBHITAIKOBHX TIOCIIIOBHOCTEI TOOY/MOBaHI Ha OCHOBI
perictpa 3CyBy 3 JIIHIHHUMH 3BOPOTHHUMH 3B’s3kaMu [5].
Cekpernuii kmou K BU3HA4Yae He JIMIIE MOYATKOBUN CTaH
perictpy 3cyBy, a 1 HOro CTpyKTypy, 3aJai04d TBIpHHH
TIOJTIHOM.

dopMyBaHHSA  KpuNTOrpadiqHOr0 MEPETBOPEHHS LIS
payuny ITHBII nepembauae BHKOPUCTAHHS TPHOX BHIIIB
o3Hak[3]:



® KUIBKICTH IiI0JIOKIB Qpb;
®  PO3PSIIHICTH Mi0JIOKY Q,b (6ir);

® BUJ CTPYKTYPU NEPETBOPEHHS va ,

Hablp KOHKPETHHX 3HAYCHb SKHX XapaKTEePU3Ye BHUIIIS
PayHIOBOTO EPETBOPCHHSL.

Binkpute

. Kitou K
noBizgoMieHHst M
l Qpb th l
Posbutrs na Gnoku | Posropranus
(my...m;) B KJIIova:
< 1. ®opmyBaHHs
PayHI0BHX KJIIOYiB
v 7 On (kj...kr)
' Basa 2. Buainenss st
Paynyiose neperBopeHHs [« AITOPHTMIB < KOXKHOTro k HaGopy
wndpysanns [€ O3HaK
l Oy (Optr Ot Ovp)

Saumpposane nosigomiieHHs C

Puc. 1. Cxema kpunrorpadiqnoro nepersopenns [ITHBIII.

OTke, MO)KHA Ka3aTH IO payHI IEPETBOPEHHS OJIOKY
JMaHUX OJIOKOBOro mudpy Moke OyTH OJHO3HAYHO 3aJaHUil
CYKYIIHICTIO PO3IJISIHYTUX MOKA3HUKIB:

P=10,104,0, -

BumineHHs O3HaK Ha KOXKHOMY €Tami BiIOYBaeThes 3
BUKOPDHCTAHHSM KJIIOYa kK BIANIOBIAHOTO payHAy, W0 OyB
chopMoOBaHMi  SIK  TIOTOYHUH  CTaH  pETicTpy  3CyBY
oOyI0BaHOTO Ha OCHOBI K .

Hampukian, mis ximouak = /28 6it s npoueaypa Moxe
OyTH MpezcTaBieHa MOCIiI0BHICTIO Jil:

1. PaynmoBwuii K104 &k pO30MBAETHCS HA ITiI0JIOKH IO 8 OIT
(K 1...K16 ) Kon osHaku Bumy mneperBopenHs Q)
00paxoBYyeTbCSl  NUISXOM  BHUKOPUCTAHHS 3BaHOI
«TPOIIEAYPH 3TOPTKIN»:

0, =(KI+K2+...+KI16)mod 256.

TakK

B pesynbraTi, 3HaueHHs OTpuUMaHoro OJoky (8 OiT)
BHU3HAYa€ HOMEP (0+255) anroputmy mmpyBaHHs 13 0asy,
[0 MICTHTh TEpENiK aJIrOPUTMIB, BIAMOBITHUX 1O KiJIBKOCTI
nigbnokis O, GopMoBaHOro GoKy.

2. baok Q,, B CBOIO 4epry po30UBA€THCS HA M1 A0IOKH 110 2
Oita (Q] ...04 ) BukopucToByrour BHUINEOMUCAHY METOAUKY,

BU3HAYAETBCS KO O3HAKH KUIBKOCTI MiAOIOKIB O, :

0,,=(01+...04)mod 4.

BusnaueHHs  KiIpkocTi  IiAOJIOKIB — BIANOBIZHO
OTPUMAHOTO Koy 03HaKku (), HaBezieHo B TaOu. 1.

a0

TABJIALIA 1. BIAMMOBIIHICTh KIJIBKOCTI IIBJIOKIB KOJIY O3HAKU
KUIBKOCTI IIJIBJIOKIB
Kop o3naku 0, 00 | 01 | 10 ] 11
KinpkicTb mig 6J10kiB (1T) 2 3 4 5

3. IIIsixoM IUKITIYHOTO 3CYBY Ha 1 OiT BIIIBO OTPHMaHOrO

—_—

y LI 1 Gnoky Q,, yTBOpPIO€ThCs OII0K O, , 1O JI0JIAETHCSA /10

wp ?
0,, 3amod 2B pe3ynbTati 40ro GpopMyeTses 0
Q* = va @ va °

4. Orpumanuii 6ok Q" po3OUBAETHCS Ha MAGIOKA MO 2
Oita (Q*] ...Q*4)Ta BU3HAUYAETHCS KOJ O3HAKH PO3PAIHOCTI
nigbaoky Q,, :

0, =(0"1+...+ 0 4)mod 4.

3HauYeHHSA PO3PSAIHOCTI TiIOJOKY BIAMOBITHO IO KOIY
o3Haku O, HaBeIEHO y Taby.2.
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TABJIMLS 1. BIAMOBIAHICTE  PO3PSIAHOCTI  MIABJIOKY — KOJY
O3HAKH PO3PSITHOCTI ITIJIEJIOKY

Kona o3naku 0, 00 | O1 | 10 | 11

PozpsianicTh nmindaoky (6ir) 8 16 | 32 | 64

MosxnuBi  3HaveHHs o3Hmaku O, Ta O, €

PIBHOWMOBIpHUMH 1 32a0€31euyroTh (hOpMyBaHHS OJIOKIB pi3HOT
JIOBXKHMHHU ISl PI3HUX payHIiB MIH(ppPyBaHHS.

Jliana3oH 3Ha4YeHHs O3HAK JO3BOJISIOTH IIPEJCTaBHTH 16
MOXIIUBHX KOMOiHauiii cTpykryp Osoky. Tak MiHiMajbHe
3HAQUEHHs PO3PAAHOCTI ONOKY m, . , TPH CTPYKTYpi i3 2
T1110JI0KIB pO3psIHICTIO 8 OiT:

m, . =2x18=36 (6i1),

a MakcuMajbHE 3HAa4YeHHS  PO3PSOHOCTI  ONOKy m, .
CTPYKTYpa 5 mig0IIoKiB po3psaHICTIO 1o 64 OiTa:
m, . =5x64=320 (Oir).
BpaxoByroun  giama3oH = 3HaYeHb ~ O3HAKA  BUIY

kpunrorpadiusoro nepersopents O, IIHBII, s oxxoro

payuny mMoxe Oytu moOymoBaHo 4096 pisHuUX Moaubikariii
aNrOpUTMIB MH(pYBaHHS.

B pesynbraTi  BHKOHAHHS  PO3IVISIHYTOrO  €Tamy
KpHIITorpadiqvHoro TepeTBOpeHHs Oyilno OTpuMaHo Haldip
o3Hak j1st popmyBanHs paynay [THBIII.

IV. TIPOrPAMHNM 3ACIB JJIS1 TEHEPYBAHHS KJIIOUYOBOT
IHOOPMALIIT

MeTor0 CTBOpPEHHA MNPOIPaMHOrO 3aco0y € MpakTUYHA
peasizaiisi OHOrO 3 eTamniB KpUunTorpadiyHoro nepeTBOpeHHs




3anporioHoBanoi moaeni ITHBIII [3], npoBexeHHsT TecTyBaHHS
3 (OpMyBaHHSAM O3HAK Uil KJIIOYOBOI iH(oOpMalii pizHOro
po3Mmipy.

TakuM 4YHHOM IIPOEKTOBAaHMH NpOrpaMHHUi 3acid Mae
PO3B’sI3yBaTH Taki 3a7adi:

® TcHEepyBaHHS BXIIHHMX JaHUX (CEKPETHHUH KIIOY Pi3HOI

noBxkuHH 64-1024 0IT);

¢dopMyBaHHA reHepaTopa
ITOCJTI IOBHOCTEN HA OCHOBI K ;

TICEBAOBUITIaAIKOBUX

(opMyBaHHSI MHOXXHHH PayHIOBUX KJIIOUIB £ ;

BHIUJICHHS Ha0Opy O3HAK IS MOOYIOBU MEPETBOPCHHS
paynnyl IHBIII;

moOyZ0Ba KPHIITONCPETBOPEHHS OJIOKOBOrO IUGPY
(Bi3yasizallis pe3yabTary).

® TECTYBaHHS OTPUMAaHHX PE3YJIbTaTiB.
BuxinHumu pe3yabTaTaMu poOOTH IPOrpaMH €:

o «k» —Habip payHIOBUX KJIIOYiB;

«Ha0ip oznax Q,,, O, , O, » — BU3HA4YCHi KIIOYOBI
rapaMeTpH U1 BiNOBiTHOTO TIEPETBOPEHHS;
«Burisin neperBopennst I[THBI» ta «MuemoHiuHHI
ormucnieperBopenHst [IHBIL» — Bianosiane rpadiuxe Ta
MHEMOHIYHE MIPE/ICTaBIECHHS ormucy payHny
MIEPETBOPEHHSI.

BUCHOBKM

Byno posriasHyro ¢opMyBaHHS KIIOYOBHUX O3HAK PayHIY
TIepEeTBOPEHHS OJIOKOBHX MIM(PIB U BOPOBAKEHHS e(eKTy

183

HEIETEPMIHOBAHOCTI B IMPOLIEC KOHCTPYIOBAHHS HOBOTO BHIY
CBIII, Mmonens KX MpeacTaBicHa y pooorti [3].

AnroputM  mudpyBaHHS ~TakMX ~ONOKOBHX  mIH(piB
CKIAJIa€Tbcsl 3 BIIOMUX OMepalii, ajge MopsmoKk —ix
3aCTOCYBaHHs Ta CTPYKTypa OOpOOJIOBAaHUX HHUM OJIOKIB
BU3HAYAETHCS CEKPETHUM KITFOUEM.

B Ttoii ke wac moxuuBicth crBopenHs [THBII Bemumkoi
KiIbKOCTI  Moau(iKaliidi  aJropuTMiB  IMU(QPYBaHHS IS
KO)KHOTO payHIy KpHUIITONEPETBOPEHHS, TEOPETUYHO POOUTH
HEMOJJIMBUM TIOTIEPE/IHI CTATUCTHYHI JOCHIDKEHHSI.

Ha ocHOBI OTpUMaHHX TEOPETUYHUX PE3YJILTaTiB
pO3po0IIeHO TporpaMHM 3aci0 A1l TeHEPYBaHHS KIIFOUOBOT
¢dopmaiiii, Mo Moxe OyTH BHKOPHCTaHO SK 0a30BHH MOAYJb
MporpamMHOi peatizalii 3alpOIOHOBAHOTO METONY OJIOKOBOTO
um¢pysanss (ITHBILI).
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